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Another C2?
§ No publicly available C2s offer the 

combination of portability, automation, 
and security needed by the internal red 
team

§ Common C2s are flagged by antivirus

§ Red team needs flexibility to emulate 
specific adversaries

Objectives
Portability
§ Agents natively run on all target 

platforms

Automation
§ Emulate a specific adversary while 

performing common tasks

Security
§ Encrypted communications and Server-

Agent authentication

Configurability
§ Easily modifiable to suit the unique 

needs of each engagement 

Stealth
§ Minimal disk and network footprint, 

antivirus and scanner evasion

Features
§ Leverages Go’s cross-platform features

§ Synchronous and asynchronous 
Server-Agent interactions

§ Extensible module framework

§ Human adversary emulation during 
module execution (pauses and typos)

§ TLS encryption and two-way certificate 
authentication

§ Configurable Agent polling frequencies, 
ports, names, and adversary emulation 
level

§ Agents can hibernate for long periods 
of time to evade scanners

§ Current modules focus on maintaining 
persistence using MITRE ATT&CK 
techniques

Impact and Benefits
§ Internal red team now has a way to 

safely and effectively control exploited 
machines

§ Adversary emulation can help IR team 
develop Indicators of Compromise 
before an attack
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