Project Mentors: Brian Healy, Aleksandar Strau

[i] Config data successfully loaded from '../../configs/c3pwn.config’ |‘I||| l|i|“

[i] Server listening on port 443

[i] No agents found in agentlLi

[i] Successfully loaded 4 Modules from ../../modules
exampleli

examplelir

Inix_tes

win_tes

Splash screen C3PWN logo

|1] Running module "examplelin on testA
gent at human emulation level 4
<Pau51ng for 2.321s>

Y - #0S: linux ' Agent testAgent
UDJECTIVES = doss Tinx et e

#ARCH: amd64 /mnt/c/Users/amerril/git/c2/cmd/agent
#HELP: readme.txt

Portability

<Pausing for 2.778s>

run pwd Agent testAgent

run 1s agent.go

set localScript exampleScript.sh <Pausing for 4.494s>

set script name harmless.sh

Automation

Agent testAgent

upload %%localScriptikk %%script namei®% Write Successful

run chmod +x %%script nameikik
n ./%%script_nameX% %%MODARGS%%

runmem ./args %%MODARGS%% peent testheemt

run rm %%script name¥% [Blank Response]
<Pausing for 2.652s>

<Pausing for 3.982s>

run echo Done!
Agent testAgent

L, - - - ---

Current PATH:
/usr/local/sbin:/usr/local/bin:/usr/sbin

Running module

Benerits
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