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What is Kirby?

Project Kirby is a tool that gathers
and correlates Sandia machine
data.

= Provides a simple web interface
for quick and easy queries

= Serves as a central location for
previously scattered data

Current Work

Each data source has its own
“module”. Modules gather, process,

and post data to a local database.

This data is then available to teams
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that need to find out information
about certain machines.

Current features:

= Confluence, ICK, NFS, and WASP
modules

= Modules can run concurrently and
at different frequencies

= Correlates data across all sources

Impact

Currently few tools exist to collect
and correlate the massive amount
of Sandia infrastructure data
available. With the development of
Kirby, the benefits include:

= Automating a portion of
pentesting reconnaissance

= Simplifying the data correlation
process for a machine

= User friendly web access to
target machine details

Sandia National Laboratories is a multimission laboratory managed and operated by National Technology and Engineering
Solutions of Sandia, LLC., a wholly owned subsidiary of Honeywell International, Inc., for the U.S. Department of Energy’s
National Nuclear Security Administration under contract DE-NA0003525. SAND2019-8014 D.

The Kirby infrastructure is divided
into three main parts.

= Kirby’s Face: Front-end to
provide a user friendly interface

= Kirby’s Mouth: Ingestion takes
place by taking the data from
each module and forwarding it to
the database through Logstash

= Kirby’s Brain: Database and
server to help store and process
data
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