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Disassembly is an important component of static
binary analysis that helps simplify the reverse
engineering process. Binary analysts depend on
accurate binary analysis tools to understand the

capabilities of software, but many of these tools will

break in a variety of ways outside of ideal
conditions. The GroundTruth project seeks to
identify and understand points of failure in static
binary analysis tools in order to increase the
effectiveness of the analyst.

Objectives:

= Jdentify points of failure in popular binary

analysis tools

= Discover the root cause of each failure

= Document each failure’s behavior and cause to
aid future analysis

Approach:

= Research previously reported binary analysis tool

errors and anti-disassembly techniques

= Implement each reported technique

= Test each implementation against a suite of

binary analysis tools and record degree of failure

Results:

We identified many patterns that result in incorrect

disassembly, incorrect section loading, and an

inability to load valid executable files. Most of these

techniques can be manually corrected within each
tool, but there are some examples that will render
a few tools useless.

= Opposite Jumps to Same Target

= Most binary analysis tools do not test if code
branches are actually followed. This can be
exploited by placing opposing conditional jumps
to the same target and injecting bytes in the
section of code that is never executed.

Original Assembly

.global
.text

_start

_start:
jz print
jnz print
.byte OxES8

exit:
mov $60, %rax
xor %rdi, %rdi
syscall

print:
mov $1, Srax
mov $1, %rdi
mov $msg, %rsi
mov $14, %rdx
syscall
jmp exit

msg:
.ascii
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National
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400078:
40007a:
40007c:
400081:
400083:
400086:
400088:
40008d:
40008f:
400092:
400098:
40009e:
4000a5:
4000a7:
4000a9:
4000aa:
4000ac:
4000ad:
4000ae:

"Hello, world!\n"

Objdump Output

je 0x400089

jne 0x400089

callg 0x3d00c7c9

add %al, (%rax)

add %cl,0x31(%rax)
decl (%rdi)

add $0x1c0c748,%eax
add %al, (%rax)

add %cl, -0x39(%rax)
movl $0x48000000, (%rcx)
mov $0x4000a9,%esi
mov $0xe, %rdx
syscall

jmp 0x40007d

rex.W

gs insb (%dx),%es: (%rdi)

insb (%dx) ,%es: (%rdi)
outsl %ds: (%rsi), (%dx)
sub $0x20,%a'l

Code Caves in Padding

Some tools do not attempt to disassemble bytes
that are not within a PE section’s Virtual Size
limit. Bytes hidden in between the end of the
Virtual Size and Raw Size limits are executable,
but not accounted for in tools like BAP, objdump,

and Ghidra:

)| 0a 00 00 00 48 65 6c 6c 6L 2c 20 57 6L 72 6c 64 | ....Hello, Worlc
a 00 00 OO0 &0 27 40 00 £f £f ff ff £fFf ff ff ff | ...."7"
£f 00 00 00 02 00 00 00 £f £Ff £f £f 20 27 40 00 | saveeananaa. "H.
0 27 40 00 42 =4 40 bb bl 1% bEf 44 00 00 00 00 | O'E.H.E....D...

Ghidra loads this

1 40 00 87 =8 43 £g £f £f 83 c4 04 c3 00 OO0 00

8 6% ga 6l 63 6b 65 64 21 Oa 00 00 OO0 00 0O 00

03000 | Oz 00 00 00 48 &5 &6c 6c &f 2c 20 57 &f 72 6c 64 | ....Hello, Worls

a 00 00 OO0 &0 27 40 00 £f £f ff ff £fFf ff ff ff | ....""

£ 00 00 00 02 00 00 00 £f ££f ££f ££f 20 27 40 00 | ceeeceweneas "f.
0 27 40 00 4e e6 40 bk bl 19 bLEf 44 00 00 00 00 | O'@.N.E....D....
00403040 b 44 24 04 50 &7 =8 51 f& £f £ff 83 cd 04 68 a0 | .D5.Pg.Q......h.

0 00 00 00 OO0 00 OO0 00 00 00 00 00 00 00 00 00 | weeewansnmnmanns

0 00 00 00 OO0 OO0 Q0 Q0 00 00 00 00 00 00 00 00 | weeeeenenannannn

0 00 00 00 OO0 OO0 Q0 Q0 00 00 00 00 00 00 00 00 | weeeeenenannannn

0 00 00 00 OO0 OO0 Q0 Q0 00 00 00 00 00 00 00 00 | weeeeenenannannn

0 00 00 00 OO0 OO0 Q0 Q0 00 00 00 00 00 00 00 00 | weeeeenenannannn

0 00 00 00 OO0 OO0 Q0 Q0 00 00 00 00 00 00 00 00 | weeeeenenannannn

0 00 00 00 OO0 OO0 Q0 Q0 00 00 00 00 00 00 00 00 | weeeeenenannannn

0 00 00 00 OO0 OO0 Q0 Q0 00 00 00 00 00 00 00 00 | weeeeenenannannn

0 00 00 00 OO0 OO0 Q0 Q0 00 00 00 00 00 00 00 00 | weeeeenenannannn

0 00 00 00 OO0 OO0 Q0 Q0 00 00 00 00 00 00 00 00 | weeeeenenannannn

00 00 00 OO0 00 OO0 00 00 00 00 00 00 00 00 00 | weeeeenvannnnnnn

O 00 00 00 OO0 00 00 00 00 00 00 00 00 00 00 00 | weeeeenvnnnnnnnn

00 00 00 00 00 00 00 00 00 00 OO0 00 00 00 00 00 | eeeecenswamannna
00 00 00 00 00 00 00 00 00 00 OO0 00 00 00 00 00 | eeeecenswamannna
00 00 00 00 00 00 00 00 00 00 OO0 00 00 00 00 00 | eeeecenswamannna
00 00 00 00 00 00 00 00 00 00 OO0 00 00 00 00 00 | eeeecenswamannna
00 00 00 00 00 00 00 00 00 00 OO0 00 00 00 00 00 | eeeecenswamannna
O 00 00 00 OO0 00 00 00 00 00 00 00 00 00 00 00 | weeeeenvnnnnnnnn

00 00 00 00 00 00 00 00 00 00 OO0 00 00 00 00 00 | eeeecenswamannna
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 | weseewnsvamnnnns

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 | wecesssssanmannns

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 | wecesssssanmannns

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 | wecesssssanmannns
004031e0 | 00 00 00 00 0O OO OO OO0 00 OO0 OO 00 00 00 00 00 | weivvnnvnnnnnnns
004031£0 | 00 00 00 00 00 OO OO 00 00 OO0 00 00 00 00 00 00 | weevvenvnnnnnns

=4 section incorrectly,
making it
impossible to find
malicious bytes
within the tool

After manually
editing the PE
header, Ghidra is
able to see the
harmful code

s

Overlapping Instructions

Using a creative sequence of jumps, it is possible
for bytes to belong to multiple instructions. Most
binary analysis tools are unable to process this,
resulting in flawed analysis of the program as
seen in these Control Flow Graphs.

CFG without Overlapping
Instructions

CFG with Overlapping
Instructions

__libc_start_main  main  __libc_csu_init
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ObjDump

__libc_csu_fini

Radare?

Impact and Benefits:

This work aids binary analysts by helping them
understand the limitation of their tools, as well as
which tools are right for certain tasks.
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