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Problem:

Disassembly is an important component of static 
binary analysis that helps simplify the reverse 
engineering process. Binary analysts depend on 
accurate binary analysis tools to understand the 
capabilities of software, but many of these tools will 
break in a variety of ways outside of ideal 
conditions. The GroundTruth project seeks to 
identify and understand points of failure in static 
binary analysis tools in order to increase the 
effectiveness of the analyst. 

Objectives:

▪ Identify points of failure in popular binary 
analysis tools

▪ Discover the root cause of each failure

▪ Document each failure’s behavior and cause to 
aid future analysis

Approach:

▪ Research previously reported binary analysis tool 
errors and anti-disassembly techniques

▪ Implement each reported technique 

▪ Test each implementation against a suite of 
binary analysis tools and record degree of failure

Results:

We identified many patterns that result in incorrect 
disassembly, incorrect section loading, and an 
inability to load valid executable files. Most of these 
techniques can be manually corrected within each 
tool, but there are some examples that will render 
a few tools useless. 

▪ Opposite Jumps to Same Target

▪ Most binary analysis tools do not test if code 
branches are actually followed. This can be 
exploited by placing opposing conditional jumps 
to the same target and injecting bytes in the 
section of code that is never executed.

▪ Code Caves in Padding

▪ Some tools do not attempt to disassemble bytes 
that are not within a PE section’s Virtual Size 
limit. Bytes hidden in between the end of the 
Virtual Size and Raw Size limits are executable, 
but not accounted for in tools like BAP, objdump, 
and Ghidra:

▪ Overlapping Instructions

▪ Using a creative sequence of jumps, it is possible 
for bytes to belong to multiple instructions. Most 
binary analysis tools are unable to process this, 
resulting in flawed analysis of the program as 
seen in these Control Flow Graphs.

Impact and Benefits:

This work aids binary analysts by helping them 
understand the limitation of their tools, as well as 
which tools are right for certain tasks.
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