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Objective Enumeration:
PowerShell Recon: We used scripts to map out the

network and to search for interesting
files/configurations that might allow us to pivot. This
also generates network traffic that will be useful to a
forensic analyst.

Develop an attack chain for the tenth iteration of
Tracer FIRE (Forensic and Incident Response
Exercise) that emulates a skilled adversary with the
goal of espionage, while also generating interesting
forensic artifacts. Writing to disk is only to be done
when absolutely necessary and the initial attack Attacker Network
vector must take advantage of a vulnerable service

=P Inital Exploit

= Persistence
exposed to the Internet. 3 Lateral Movement
=3 Exfiltration
Approach
Mastodon
Initial Exploitation:
SMBleed/SMBGhost: We leveraged a newly Corporate Network

released Proof of Concept that combines two SMB
vulnerabilities to reliably execute arbitrary code

with SYSTEM-level privileges on the victim’s Exfiltration:
computer without authentication. This Pivot: Using a metasploit module, we migrated our
vulnerability is discoverable with Shodan. reverse shell into a process owned by a privileged
81387 penam 22 Ports domain account. Using this account we were able to
| execute commands on other computers on the
tyry . H domain. We elected to attack the email server.
Organization State Government := Services
Data Extraction: Social networks are becoming an
e S increasingly common way of covertly extracting data.
Arthrtication: ord We settled on an open source clone of Twitter, called
PO Mastodon. Mastodon’s APl only allows 60 requests
il e e per minute and has a character limit, creating an
et codeon the trgessamverorchent, B SO w artificial bandwidth restriction. Fortunately,

Mastodon uses lossless compression for media which
allowed us to package much more information in each
Scheduled Tasks: The Windows equivalent of cron request by posting images instead of text.

jobs are called Scheduled Tasks. We used our initial
exploit to install a persistent PowerShell
meterpreter stager that runs every time the system Screenshot (97.5k)
boots.

Persistence:

Bypassing Antivirus: Windows Defender caught
many of our malicious PowerShell scripts and the
meterpreter payload. We were able to add a

Executable (165k)

meterpreter exception to Defender in the initial 50,000 digits of
payload, then use a shell to patch the component /pL' (49-9|K)
. . orem iIpsum
of Defender that was triggering PowerShell alerts, - text (20r|><)
the Windows Antimalware Scan Interface (AMSI). Paddmg
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